
ProjexOne™ CyberSecurity and  
IT Management Platform

A modern, tiered defense for today’s AI-driven threats 

Cyber attacks have shifted from breaking into networks to targeting people, identities and cloud applications. 
Criminals now use AI-powered phishing and stolen credentials to impersonate employees, access Microsoft 365 
and compromise SaaS systems — attacks traditional antivirus and firewalls cannot stop.

ProjexOne™ Tier 1: Essential Endpoint Management and Protection
Tier 1 secures devices with managed patching, endpoint protection, user training, access controls, incident 
response planning and backup strategy — addressing the most common causes of breaches and downtime.

ProjexOne™ Tier 2: Essential SaaS and Identity Protection
Today’s biggest risks live in the cloud. Tier 2 protects Microsoft 365, e-mail and user identities using AI-driven 
phishing defense, identity monitoring, SaaS risk controls and configuration backup. It prevents account takeover 
and business e-mail compromise — the most financially damaging attacks facing SMBs.

ProjexOne™ Tier 3: Optional Advanced Protections
Tier 3 adds network monitoring, mobile device management, business continuity tools and advanced  
identity controls. These enhanced layers support compliance, reduce operational risk and strenghthen overall 
security posture.

Together, the three tiers of ProjexOne™ delicer a complete, modern cybersecurity defense. They  
protect your people, your devices, your cloud systems and your data — so your business can operate with 
confidence in today’s AI-driven threat landscape.
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		  	 Current 
Essential Endpoint Management and Protection - Tier 1	 ProjexOne™	 Protection
	 Remote management, continuous monitoring and alerts (RMM)	 3	 ①
	 Automated patch management, policies, performance monitoring	 3	 ①
	 Antivirus and malware protection (AV/AM)	 3	 ①
	 Ransomware detection	 3	 ①
	 Endpoint detection and response (EDR)	 3	 ①
	 Managed detection and response (MDR)	 3	 ①
	 Activate/configure MS Exchange e-mail filter	 3	 ①
	 DNS/web search protection	 3	 ①
	 Integrated asset management and user documentation	 3	 ①
	 Endpoint/server full image and/or bare metal backup (25GB base)*	 3	 ①
	 Access control/MFA plan	 3	 ①
	 Backup and disaster recovery plan (BDC/BCDR) 	 3	 ①
	 Incident response plan (IRP) 	 3	 ①
	 Online security awareness training (SAT) 	 3	 ①

Focus  |  Execute  |  Accelerate

ProjexOne™ Tech Stack/CyberSecurity Checklist 

Projex IMC provides IT/CyberSecurity services to over 200 manufacturing, distribution, and local 
government/police departments (our technicians are CJIS certified) in Western Pennsylvania. We have over  
30 years of experience designing, building, protecting, monitoring and maintaining IT systems. 

		  	 Current 
Essential SaaS and Identity Protection - Tier 2 	 ProjexOne™	 Protection
	 Cloud detection and response (CDR)/SaaS alerts	 3	 ①
	 Microsoft Entra ID backup	 3	 ①
	 SaaS backup and recovery (60GB per user base)*	 3	 ①
	 Dark web monitoring and alerts	 3	 ①
	 Generative AI-based e-mail protection	 3	 ①
		  	 Current 
Advanced Management and Protection (À la Carte) - Tier 3	 ProjexOne™	 Protection

	 Advanced network management and monitoring	 3	 ①
	 3-2-1 backup strategy (BDR) 	 3	 ①
	 Business continuity and disaster recovery (BCDR) 	 3	 ①
	 Identity access management - Microsoft Entra ID (IAM) 	 3	 ①
	 Mobile device management (MDM)	 3	 ①
* Pricing based on actual requirements	


